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Proactive Citrix NetScaler Alerting, Analysis and Reporting

Realize the full potential of the NetScaler ADC, regardless if it is deployed as a Full Proxy, Load Balancer or
VPN Gateway. Troubleshoot web applications and ICA/HDX sessions with live interactive dashboards, real-
time threshold based alerts and unrestricted reports.

NetScaler Web Traffic & Load Balance Dashboard
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Monitor NetScaler traffic in real-time to stay ahead of performance issues

NetScaler Web Traffic & Load Balance Alerting

m ICAZHDX Infrastructure Reports
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S hours 390 2.5 hours ago. Now

NetScaler Activty (i Hits) v ‘Sarver Activity (i Hits) v URL Activity (in Wots)
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Receive alerts and resolve issues before end users complain
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NetScaler Sessions Dashboard

Infrastructure | Reports

99 )

Current Users of

117

Current Apps

15 minutes 390 Now

30 minutes 390
99 Current Users Search: Tl | sertby: Qe Y| Sessomsperpage 1Y
Username User IP Version Started Quality Client Jitter Client RTT Server Jitter Server RTT
1. davwdmadison 841440185 13413 2016-05-25 09:59 -
2. jamesmadison 2124550107 12241 2016-05-25 0921
3. jamesmonroe 165.179.36.181 12034 2016-05-25 1039
o o —— o o —
4. kathyjackson 771742224 18312 | 2016-05-25 1015

i i e S Isolate if performance problems are on
& INEES CREy TR 2150723020 the user or server side of the connection
7. carolsmith. 70.50.201.159 14312 2016-05-25 09:23 Y
<* Click on a session 19.63.169.210 14312 2016-05-25 1033 >
. to drill into the details |_- -

Determine the quality

10, tomjones 2922096149 X
of the users connection
1 caroljones 11912172124
12, alicejackson 146.144.26.169 13413 2016-05-25 1023

Analyze key XenApp & XenDesktop performance metrics like RTT and Jitter

NetScaler Sessions Drill Down

Client RTT/Jitter (ms) / Retransmits

EJ
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Receiver Version: ICA Channels Server RTT/Jitter (ms) / Retransmits.
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Apps: 541 Printer COM2
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NetScaler Performance Monitoring

ICA/HDX
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Filter the display by

= MetScaler Hardware 2
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The Infrastructure display provides a single pane of glass for IT administrators to view their entire NetScaler

deployment, track NetScaler resource utilization across multiple NetScalers, and the load of configured features

NetScaler Unlimited Historical Reporting

Specify Time Range for Historical Report

Define a custom reporting

Start date/time: End date/time: time pE‘I‘iOL"

2016 May “« 2016 Jun
w F s M w

2 30 30 31 1

6 T 6 7 8

13 14 13 14

0 21 0 Ef 2

7 28 7 8 29

3 4 4 5 &

"Cancel |

Easily select the time frame for the pre-configured report with no restriction on time frames
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NetScaler Alerting & Reporting Configuration

Support | Settings || Logou

1. Licensing

Enter your IT Analytics for NetScaler license key.
License Key: | TEMP KEY
MNumber of NetScalers: 2

Expiration Date: 2015 5ep 25

Update License Key

2. Software Version

Current Version: 3.5.0

Build Number: 152

Check For Updates

3. NetScaler Version

Default Version: 11.0 A

Update Version |

4. Time Zone
Select your time zone by region and city

TZ: | America/New_York A

| Update Timezone

5. Data Retention
Select the number of days to retoin data
Days:| 90 Days v

Update Retention Period |

6. NetScaler Setup

7. LDAP / Active Directory Users Delete

Use LDAP Username Last Login
supportadmin
server: supportuser
Org Units: |guest 2016 Oct 11
admin 2016 Oct 11
Domain: Configure alert thresholds e Trm s

Mtate LDAP

8. Thresholds and Alerts

Set Syslog Server

9. NetScaler Appliances
These NetScolers will be monitored using the NetScaler API to gather metrics and information.

VPX
VPX-
New Edit Delete

‘\ Define data retenion settings

for historical reporting

Time Period: Hour
Previous 1 Hour
Reports Previous 4 Hours |
Name Previous 8 Hours |
Web: URL Activity € Previous 24 Hours | \
Web: Server Activit TR

Webs: Virtual Server Previous 5 Days
Web: NetScaler Act Previous 7 Days
Web: Browser/Clier s
Web: User Activity
‘Web: Status Code Summary
XenApp Apps

Web/ICA Session Report
Infrastructure

Ixevuwum:

Search Results
User

Search for a specific
XenApp user

Web ICA/HDX | Infrastructure

@®GOLIATH

FEC L

XenApp/XenDesktop Sessions | ldenﬁfv-:wh Ch usershave
Live Report for Previous 1 hours experienced pl’oblems wﬁme

This shows a list of XenApp and XenDesktop sessions that were started in the timeframe. Active sessions that started before the timefraj

are not shown, please select a longer time period. Click on any item for
details about that item. Click on any column header to sort by that column

Summary of user sessions

User User Machine Receiver SurtTime  EndTime +  hoor Machine ?;“;’“ Domain  ServerSent Bytes 'éj::; i S O O
Usery. Melctamier . 145010018 10116 1vs T 1 2325748 101,086 22 1 0 0
DEE R o 15010018 (0N L fig 1 115844538 403661 19 8 2 2
bers WIS s BN BEE  es e
USerd  pool-7276-127-224 mwrknj fios verizon net 14.4.1000.16 }232’55 L gg 4+DEVO1 1 50233875 3456675 7 3 0 0
User5  Unknown el A e 0 15.211,747.229.95.213.5097 9 0 0
Ser6 i e o 145010018 0116 1 [is 1 80031471 833975 20 1 2 0
User7 63254157228 145010018 101016 e VDI-PERFO10 1 4929820 257535 1 1 ] 0
User 8 i';;f;";'_afi;'s"z;ﬁzcn i 145010018 1010/16 e LT4 1 51729720 1,164,181 18 1 1 0
USery, S s 145010018 199918 s i 1 855,691,587 1,779,504 16 1 0 0
User 10 Unknown el lasly ALy 0 23587806 2495764 11 1 0 0
User 11  pool-72-76-127-224 fios verizonnet 14.41000.16 300718 il DEVO1 1 126862362 300921 7 1 1 0
Uiser e el wsotmg 006 00TI6 1 2012.173,608 14918.98717 1 2 0
User 13 ?""if.'”".sri':vt.izan net 145010018 100716 el o 1 9804691 243181 19 1 3 0
USeraaN el it (0 o 144100015 001 1007 T L 1 72021 5426 2 1 0 0
User15  c7310236.96 comcast net 12.1.100.350455 1090/ 18 el MacBook Air 82 13,382,626.71637,742,71724 1 19 0
static-71-185-167- 10006116 10/07/16

Report on session performance to identify problems and determine how frequently issues occur

5 Goliath for NetScaler
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NetScaler Virtual Server

Activity Report

Time Period: | Historical .. v
Reports
Mame
‘Web: URL Activity Summary

: Server Activity Summary

irtual Server (VIP) Activity
NetScaler Activity
Browser/Client Activity Summary
: User Activity

Web:
Web:
Web:
‘Web: Status Code Summary
XenApp/XenDesktop Sessions
XenApp Apps

‘Web/ICA Session Report
Infrastructure

XenApp User:
Search Results

Drill into the Virtual Server (VIP) Report for additional detail

Description
Details about this Virtual Server (VIP)

Web Traffic Timeline

0

£

Virtual Server (VIP) Details

Virtual Server (VIP) Detail
Live Repont for Previous 1 hours

Track the full transaction path

from user to NetScaler, VIP,
server and URL

Name Hits Errors Avg Time lax Time (ms) Max Resp
srocw com n 7515 1,384 1150 8,500 204,800
NetScalers connected to this Virtual Server (VIF)
Nome Hits E o, Avg Time [ms) Mox Time fms) Max Resp
1003100 6.320 / 8.500 204,800
Servers connected to this Virtual Server (VIP)
Hits. Errors Avn Time (ms) Max Time ms) Max Resp
1556 280 2,000 204300
1586 88 | 092 2,000 204800
1580 71 1.120 2,000 204,800
1558 =7 1273 8500 204800
Web URLs connected to this Virtual Server (VIP)
Hits__Errors Avg Time (ms} Mox Time ms) Max Resp
215 0 1.061 2,000 202,800
A7 0 1177 2,000 204,800
230 2319 8500 3776
04 0 1,069 2,000 204,800
w0 1139 2,000 204,800

Live Share Feature

Infastructure

ICA/HDX

GOLIATH

TECHNOLOGIES

G)

Description

itrcors [T

Web: Virtual Server (VIP) Activity
Live Report for Previous 1 hours

This shows activty details for each VIP: Click on any item to see details for that item. Click on column headers to sort the data by that column,

Virtual Server Activity

Logout

Collaborate with team members
by sharing live reports and data

VIP Hits Enors Avg Time (ms) Max Size (bytes)
sroret Company com 5,030 1,650 1142 8.500 204,800
exchange company com 4642 7 1,099 2,000 204,800
= = 204,600
‘ 4493 0 1,107 2000 204,800
gateway company.com 4430 0 1,099 2,000 204,800
EEEERY
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW
: = Calibri Body) -[11 - & & |3 Attach File
- = Goliath for NetScaler e T a e ' b mactems Q8
P - m 2
Search Resuilts maintains the VIP relations Pt e wip.E b ™ Drsguue- O Zoom Appstor
-~ of the transaction for Clipboard Sasic Text iclude Zoom | Adchins ~

troubleshooting and
reporting on VIP activity

send

VPP adtivity Report

Take a look at last week’s VIP activity.

Quickly share in real-time and export key metrics from reports to team members and management to view

6

Goliath for NetScaler
Copyright © 2016 Goliath Technologies

GOLIATH

TECHNOLOGIES®

©



NetScaler User Activity Detail

Time Period:

Reports

Mame

‘Web: URL Activity Summary
‘Web: Server Activity Summary
Web: Virtual Server (VIP) Activity
‘Web: NetScaler Activity

‘Web: Browser/Client Activity Summary
[Web: User Activity

‘Web: Status Code Summary
Xendpp/XenDesktop Sessions
XenApp Apps

‘Web/ICA Session Report
Infrastructure

XenApp User:
Search Results.

User Detail

Description .
Live Report for Previous 4 hours

Details about this User
Web Traffic Timeline

5
=

»

wa w2z v
Name Hits Errors Avg Time (ms) Max Time (ms) Max Size (bytes)
10.30.22 134 341 341 1,135 2,000 204,800
| NetScalers connected to this User |
Name Hits Errors Avg Time (ms) Max Time (ms) Max Size (bytes)
i 3 10 N 341 1,135 2,000 204,800
| Virtual Server (VIP)s connected to this Userl
Name Hits Errors Avwg Time (ms) Max Time (ms) Max Size (bytes)
xchan L 341 1,135 2,000 204,800
| Servers connected to this User |
MName Hits Errors. Avg Time (ms) Max Time (ms) Max Size (byles)
W -syr2 341 341 1,135 2,000 204,800
| Web URLs connected to this User |
Name Hits. Errors Avg Time (ms) Max Time (ms) Max Size (bytes
‘exchange/authfioain aspx 75 7 1,000 2,000 199,680
| Browsers connected to this User|
Name Hits Errors Avg Time (ms) Max Time (ms) Max Size (bytes)
Citrix Receiver 3 (Unknown; 8 8 1,116 1,800 189,440
= oo c 2 2 : o0 gg oo

NetScaler Web Status Code Summary

Goliath
G‘ for NetScaler «

Time Period: | Previous 4 Hours ¥

Reports
Fame
‘eb: URL Activity Summary
Web: Server Activity Summary
WWeb: Virtual Server (VIP) Activity
Veb: NetScaler Activity
Veb: Browser/Client Activity Summary
jVeb: User Activity

enApp/XenDesktop Sessions
endpp Apps

Web/ICA Session Report
mructure

Run reports on basic

NetScaler functions,

user behavior, and

server performa nce

Neb: Status Code Summary

it [N

Web

ICA/HDX

TECHNOLOGIES

® GOLIATH

Web: Status Code Summary
Live Report for Previous 1 hours

Description
This report shows all status codes that were returned.

Get full visibility into the user’s endpoint OS, the browser they used to access Citrix or content on their experience

Identify failed user activity and the errors they encountered

Status Codes

URL Hits Avg Time (ms) Max Time (ms) Max Size {bytes)
200 - OK 37 907 31251 300,000 2349342
401 - Unauthorized 37 487 13 1,000 3360
404 - Not Found 1,400 6 1,000 2800
304 - Not Modified 550 16 1,000 1532
400 - Bad Request 368 5 1,000 3845
500 - Interal Server Error 87 kil 1,000 1544
403 - Forbidden 76 21 1,000 3131
301 - Moved Permanently B4 93 2000 1,080
302 - Found 2 279 2,000 848

17 i} 0 1885

12 1] 0 1444

8 8,000 44 000 1091

2 0 0 1821
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NetScaler Infrastructure Report

Time Period: Previous 4 Hours ¥

Reports

Mame

‘Web: URL Activity Summary
‘Web: Server Activity Summary
‘Web: Virtual Server (VIP) Activity
‘Web: NetScaler Activity

‘Web: Browser/Client Activity Summary
Web: User Activity

‘Web: Status Code Summary
XenApp/XenDesktop Sessions
XenApp Apps

‘Web/ICA Session Report
Infrastructure

Citrix ICA/MDNX Uses:

Search Results
User

ICAMDX | Infrastracure

@GOLIATH

TECHNOLOGIES

Infrastructure
Live Repont for Previous 168 hours

NetScalers
Alist of all of the monitored MetScalers. These are actively monitored using the NetScaler AP|. The metrics are for the time period of the report

List of NetScalers
Name 1P Address Version

VPX

NetScaler Metrics

NetSealer Avg Mgt CPU Avg Packet CPU Disk0ffiash) Use: Diskifivar) Use Mem Usage
VPX: 2 [ a7 2

(2 25 0 13 2

GSLE VIPs

NetScaler Name Hits

Load Balancing VIPs

NetScalor Namo Hits.
VPR 1] AD_GoliathCorp 0
i2.8 AD_GoliathCorp 0
VPX-] Storefront_SSL 0
YPX StoreFront_SSL 0
VBN StoreFron_SSLRedireet 0
VEX-) StoreFront_SSLRedirect 0
VEX. PROD_XDDC_HTTP 0
VP PROD_XDDC_HTTP 0
PX. PR : )

ubs PROD D Track the hit rate per VIP H
YBX. GPM_DEVE1 0
e GPM_DEVDT 0
YPX.§ GPM_PROD 0
YPX.) GPM_PROD 0
YPX-] P AP 0

The Infrastructure report allows administrators to report on NetScaler performance to

identify if a problem had existed in the past

NetScaler Device Performance Trends

Time Period: Previous 4 Hours ¥

Reports

Mame

‘Web: URL Activity Summary
‘Web: Server Activity Summary
‘Web: Virtual Server (VIP) Activity
‘Web: NetScaler Activity

‘Web: Browser/Client Activity Summary
‘Web: User Activity

‘Web: Status Code Summary
XenApp/XenDesktop Sessions
XenApp Apps

‘Web/ICA Session Report
Infrastructure

Citrix ICA/HDX Uses:

Search Results
[

ICAMDX | Infrastrcture

@GOLIATH
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NetScaler Device: System
Live Report for Previous 1 hours

Description
Details about this NetScaler object

Summary
Name NetScaler Device: System
MetScaler VPX-10.20.1.20
NS Version
WS 1P Address hitp:10,20.1.20

Mgmt CPU Usage

Idenitfy overhead of NetScaler

Management Opertations

Packet CPU Usage

v

Transaction processing
: CPU overhead

«

Administrators can trend resource utilization over time to identify how performance correlates

to bottlenecks. This report trends CPU, Disk, Memory Used, HTTP Hits, SSL, and NUM CPUs

8 Goliath for NetScaler
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Goliath for NetScaler provides:

Real Time Dashboards | LIVE SHARE | Historical Reports | ALERTS

Applications & VIP Metrics
= Activity by Application/VIP

Transaction
= Transaction Response Time
= User's IP Address
= Historical Usage Trends
= Web Browser Used
= Faults by Error Code

o 4xx, Sux, efc.

Web Services

Activity by Site and URL
Page Latency

Number of Connections
Pages Viewed

Visit Date/Time

4xx Page Errors
Transaction Response Time
Faults by Error Code

o &, B, etc.

NetScaler Performance &

Activity
= Performance

o NetScaler CPU, Memory &
Network Utilization
o VIP & Service Status
o VIP & Service Performance
& Resource Utilization
= Activity
o Transactions per NetScaler
o Transaction Load Time
o Server versus NetScaler
Traffic
o Server Load Requests
= Single View for Resource
Management

XenA enDeskto

ICA RTT —Client & Server
Jitter - Client & Server
Retransmits — Client & Server
Bandwidth Usage

Citrix Receiver Version

User IP Address

Applications Launched

o Name of Published
Application

o Frequency of Use

o Unigue Users
Length of Session
Historical User Trends

Goliath for NetScaler
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