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 Proactively Identify and Resolve End User Experience Issues 
with Allscripts 

In this technical overview, we will review the Goliath Performance Monitor as it is used to proactively 

troubleshoot end user experience for health systems using Citrix, VMware Horizon, Allscripts and other business 

applications on-premises in a healthcare setting.  We will describe the technical elements that make up the 

healthcare IT-specific functionality and how to leverage the specific features to ultimately be proactive and 

anticipate, troubleshoot, and prevent end user experience issues. 

Goliath Performance Monitor for hospitals using Allscripts is purpose-built to proactively anticipate, troubleshoot 

and prevent issues with the entire on-premises virtual desktop infrastructure used to deliver mission-critical 

applications including Allscripts.  Goliath Technologies’ troubleshooting capabilities, combined with Allscripts 

server and database metrics, provide healthcare organizations with advanced warning of potential end user 

experience issues and objective technical evidence of root cause to prevent future issues.  This results in faster 

detection, identification and resolution of these issues before users, or patients, are impacted.  Our technology 

has automatic application availability monitors for Allscripts and business applications that run behind the scenes 

24/7 at the hospital location and trigger alerts before a clinician or healthcare worker experiences a problem.  

This is what we call better than real-time, or before an issue is actually realized by the end user community.  In 

the context of a Citrix environment, administrators need advance warning in the three key areas where users 

most often encounter difficulty:  logon initiation, logon process and session use. 

Anticipate, Troubleshoot and Prevent End User Experience Issues at Key Failure Points 

 

Goliath Performance Monitor for hospitals using Allscripts offers complete visibility into user experience from the 

hospital endpoint to the datacenter where the electronic health records are hosted.  Using this unique 

technology Healthcare IT will: 

• have better than real-time visibility that solves issues before they occur; 

• resolve remaining issues that may occur faster and more efficiently; and 

• obtain actionable intelligence that promotes productive collaboration with Allscripts in hosted models. 

 



  

6/20/2019 4 

 Allscripts Integration 

Goliath Performance Monitor’s module for hospitals using Allscripts provides a unified view combining 

performance metrics for the Allscripts servers and databases, end user experience and the underlying Citrix or 

VMware Horizon virtualization delivery infrastructure.  This is the only IT operations software with purpose-built 

technology to integrate these three data sources to help Healthcare IT proactively anticipate, troubleshoot and 

prevent end user experience issues. 

 

Many factors external to Allscripts core systems can affect application access, user logon speed, network latency 

and system latency.  These areas are key to the end user experience and are often root causes of end user 

frustration and support requests.  With integrated metrics from these three areas, system administrators can 

easily isolate root cause anywhere in this complex environment.  Additionally, the software’s embedded 

intelligence and automation provides performance thresholds to proactively monitor events and conditions that 

precede end user experience issues and resolve them before users are impacted.  This combination of a proactive 

solution with broad and deep visibility alleviates frustration for end users and system administrators alike. 

The Goliath Performance Monitor for hospitals using Allscripts integrates Allscripts performance metrics for both 

servers and database.  Sample Allscripts metrics include: 

Sample Allscripts Server Metrics Sample Allscripts Database Metrics 

CPU Utilization Disk Throughput 
CPU ready Disk IOPS 

Disk IOPS Storage Latency 

Disk Throughput CPU Utilization 
Memory Activity CPU Ready 

Network Throughput Network Utilization 

 

These are combined and correlated with the end user experience metrics and Citrix or VMware Horizon 

performance metrics.  This unique integration and end-to-end visibility allows corrective action before end users 

are impacted.  

In addition, an overall Allscripts Health Report is available that shows the health and detailed condition for key 

Allscripts modules. 
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The below images show sample dashboards of Allscripts performance metrics and the 

health reports.  The dashboards are customizable and can be automatically refreshed or cycled to show multiple 

dashboards on a single monitor. 
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 Solution Components 

Comprehensive end user experience monitoring, troubleshooting and management consists of several 

components.  Collectively, these technologies allow administrators to monitor, identify, and troubleshoot issues 

in better than real time. 

Goliath Performance Monitor with Allscripts Module 

Goliath Performance Monitor enables proactive IT performance monitoring and troubleshooting for virtual 

servers, virtual desktops, hybrid cloud and healthcare environments.  Goliath Performance Monitor is the primary 

engine for delivering visibility, metrics, alerting, reporting and self-healing capabilities to IT and, specifically, 

Allscripts and Citrix or VMware administrators.  Additionally, it provides the primary lens into both the on-

premises virtual desktop delivery infrastructure and Allscripts server and database performance metrics, allowing 

for enhanced and more productive collaboration with vendors, partners and other members of the Healthcare IT 

organization. 

Goliath Topology View for Citrix 

The Goliath Topology View provides a visual guide to the logical relationships and connections of your entire Citrix 

infrastructure and shows the health of each individual component at a glance.  It provides detailed information on 

the status of your delivery groups, machine catalogs, images, clusters and hosts that allows you to quickly identify 

and troubleshoot macro-level events affecting locations, regions and other large groups of users.  This allows you 

to identify and troubleshoot any Citrix issues that may be creating a false impression of Allscripts performance, 

especially when Allscripts performance metrics do not find any issues. 

Goliath Application Availability Monitor 

The Goliath Application Availability Monitor provides an early warning system that ensures Allscripts Sunrise 

applications, or any Citrix- or VMware Horizon-delivered applications, are always available to your end users.  This 

unique product proactively tests the entire delivery infrastructure and confirms that applications will launch when 

end users attempt to access them.  By simulating actual user access and application launches from the hospital or 

clinic where users are located, in the exact same way that a real end user does, the technology allows for advance 

discovery of issues by validating that the entire virtual desktop delivery workflow will execute properly.  The key 

benefit is that when an issue is discovered by a simulated user, it can be addressed before end users are ever 

impacted.  In short, the Goliath Application Availability Monitor is leveraged for confirming the process of logon 

availability, logon duration and application launch to ensure that Allscripts applications are available from any 

hospital, anywhere, in better than real-time. 
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 Sample Deployment 

Goliath’s module for hospitals using Allscripts provides end-to-end correlation between the key Allscripts 

performance metrics, the underlying Citrix or VMware infrastructure and end user experience.  This information is 

leveraged to proactively anticipate, troubleshoot and prevent problems that might otherwise adversely impact 

end user experience, reducing support requests and increasing overall productivity. These products are available 

hosted in the cloud or on-premises for maximum deployment flexibility. 

In this sample deployment, Goliath Performance Monitor manages and troubleshoots all aspects of the end user 

experience, while the Goliath Application Availability Monitor proactively tests the entire delivery infrastructure 

from the physical end points where users are located, using the same profiles and processes a real user would, to 

ensure that all required components, permissions, and connections are working properly to deliver Allscripts and 

other applications. 

Goliath Performance Monitor is deployed with your on-premises infrastructure for Citrix or VMware Horizon.  The 

Goliath Application Availability Monitor is deployed at user end points to automatically connect to your data 

center to confirm the entire delivery infrastructure is working in concert, and applications and desktops including 

Allscripts are accessible. 

Sample Healthcare Deployment 
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 Embedded Intelligence and Automation 

Goliath IT operations software with Embedded Intelligence and Automation guides users on what to monitor and 

how, along with specific metrics and analytics that empowers Healthcare IT Professionals, to proactively 

anticipate Citrix XenApp issues before they happen, troubleshoot them when they do occur and prevent them 

from happening in the future. 

Our out-of-the box-software will: 

• Automatically deploy to your IT infrastructure 

• Automatically Monitor over 250 known failure points & conditions 

• Alert on performance threshold events, conditions & failures 

• Automatically, 24/7/365, ensure applications and infrastructure are operational 

• Remediate issues on demand 

• Resolve issues at the help desk level that would historically be escalated 

• Schedule reports for insights and long-term planning 

In addition to the out-of-the-box monitoring rules, Goliath empowers users with self-healing and advanced 

remediation options that can act quickly to restart servers or services as needed when adverse conditions are 

detected, or thresholds are exceeded. 

This Embedded Intelligence and Automation allows Healthcare IT to focus on other critical areas, confident that 

end user experience issues are being managed by Goliath’s expert systems.   
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 The Goliath Topology View for Citrix 

The Goliath Topology View, part of the Goliath Performance Monitor, provides an overarching view, which allows 

you to understand specific issues at the delivery group, machine catalog, image, cluster or host level. Clients use 

this to determine if a reported user issue is actually indicative of a much larger problem, or to understand the 

health and performance of the architecture as a whole.  Instead of tracking a specific end user issue, this tool 

allows you to see macro-level events impacting entire groups of users.   

The screenshot below shows the machine level view of this system, with faults made evident in the display by 

changing the health color to red and orange when problems are identified.  The right side shows aggregate 

resource and end user experience metrics for the entire selected Delivery Group, so administrators can 

determine if all users may be experiencing high network latency, ICA Latency, CPU, Memory or storage 

performance issues.  The lower window shows concurrent users and average logon duration for the delivery 

group as well as the different Citrix receiver versions currently active, with the relative number of each version 

represented.
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 Goliath Virtual User Deployment at Remote Locations 

When deployed at remote locations, Goliath Application Availability Monitor launches real application sessions 

with virtual users on an automated schedule.  This technology provides insight into what an actual end user will 

experience before they access Citrix or VMware and launch Allscripts or other applications.  This is better than 

real-time because access failures and slowness-related issues are identified and dramatically reduced by knowing 

about them before end users are impacted.  This image contains a screen capture of the live launch dashboard 

which allows administrators to have a complete view of end user experience from a single pane of glass.  As you 

can see below, there is a failure of an application at one of the hospital locations.  By having the failures appear 

in red at the top of the page, it makes the identification of the issues easier to see and puts the necessary 

information right at IT’s fingertips. 

 

 

This image is a screen capture of a launch drilldown, showing a successful launch.  In the case of a failure, the 

Application Availability Monitor will send an alert, and this screen will show the detailed log and screenshot 

evidence required to identify the root cause and resolve the issue.  Screenshots provide details only visible from 

the client side and are a powerful tool when collaborating with other departments or vendors to resolve the 

issue. 

All phases of the launch are timed and tracked.  Because the Goliath Application Availability Monitor is fully 

integrated into the Goliath Performance Monitor, administrators can easily troubleshoot any slowness even on 

an otherwise successful launch. 

Goliath Performance Monitor and Goliath Application Availability Monitor, the Goliath End User Experience 

Monitoring and Management products, are a complete end-to-end visibility toolset that will empower your 

organization with advance warning and actionable intelligence, ensuring that your Allscripts end users have the 

highest quality user experience possible. 

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Allscripts Sunrise

Screenshot evidence of  launch 
success or failure allows admins 
to identify root cause even for 
client side errors not logged by 
Citrix like licensing and remote 
gateway errors for Allscripts or 

other applications
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 End User Experience Monitoring and Management Capabilities  

Goliath end user experience monitoring and management products include pre-configured monitoring rules, 

alerts, dashboards and reports.  This level of visibility provides actionable intelligence for differentiating Allscripts 

application-related issues from environmental issues such as network latency, device malfunction or hospital IT 

infrastructure. 

The Application Availability Monitor, combined with comprehensive monitoring of the application access 

process, empowers IT administrators to discover and resolve problems with session initiation, duration and 

application launch in advance of lost productivity. 

In addition to comprehensive monitoring of application performance and availability, Goliath can send real-time 

alerts.  In the image below, you can see a screen capture of our alerting dashboard.  Highlighted is an end user 

whose logon duration was significantly higher than the defined threshold triggering an email to be sent to the 

administrators. 

 

Goliath provides industry-leading visibility into Citrix session performance by breaking down the ICA/HDX 

protocol and returning precise metrics around individual ICA/HDX channel performance.  As seen in the below 

image, Goliath has the ability to trend ICA Latency for a user session, as well as the 50 ICA/HDX channels, which 

can help identify performance bottlenecks.  Similarly, Goliath Performance Monitor will provide detailed 

protocol and channel metrics for PCoIP and Blast for VMware Horizon deployments. 

 

 

 

 

Identify Allscripts users experiencing session slowness by analyzing ICA latency and slow logon times.  Alert notifications via email, text message, 
or integration into other ticketing systems notify admins to problems before the end users report them.  Admins can drill down through the 
dashboard to identify root cause in infrastructure configuration, user behavior, or resource utilization. 
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Real-Time ICA Channel Drill Down from Session Display 

Goliath provides industry-leading visibility into Citrix session performance by breaking down the 

ICA/HDX protocol and returning precise metrics around individual ICA/HDX channel performance. 
 

Detailed ICA/HDX Channel Metrics Include: 
 

User Connection Performance Thinwire Bandwidth 
Printing Bandwidth DCR Bandwidth 
Audio Bandwidth Multimedia Bandwidth 
Clipboard Bandwidth And more! 
Keyboard and Mouse Bandwidth 
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Real-Time Citrix Logon Duration Drilldown  

If you can’t drill down into all 33 stages of the Citrix logon process, then you can’t isolate and fix root cause of 

logon slowness.  With the Citrix Logon Duration monitoring and troubleshooting functionality of Goliath 

Performance Monitor, you can now capture real-time Logon Duration times and get alerted to end user logon 

slowness on any of the 33 Logon Duration Stages. 

 

The real-time Citrix Logon Duration Drilldown breaks down a user’s logon process into each of the stages to help 

understand what needs to be optimized to improve logon times.  This report can also be used to identify and 

troubleshoot session load problems by identifying what may be getting stuck or taking too long to process.  

Threshold-based alerting on user logon times is also possible. 

 

 

 

 

 

 

 

 

 

 

The logon duration drilldown allows an administrator to parse logon times into each of the stages and sub stages.  

This includes the details of the brokering process that the Citrix Delivery Controller and Receiver is responsible for 

and the breakdown of the session launch from mouse click to being delivered onto the XenApp/XenDesktop 

Server or VDI, including but not limited to: 

• End User Mouse Click to Launch 

Application or Desktop to Session Host 

• ICA/HDX File Download 

• XML Service Name Resolution of an App 

or Desktop to a Session Host 

• User Authentication 

• Time to Request Session Creation 

 

• Determine the Session Host 

• STA Ticket Retrieval 

• Logon Script Execution 

• Profile Load and Drive Mapping 

• Session Creation 

• Desktop Load 

 

When the Session is established on the XenApp/XenDesktop Server or VDI, GPM further breaks down the policy 

and profile load stages to determine the root cause of which script or stage caused the logon delay.  This is 

accomplished by providing the details of how long each process took and iterating each execution stage and how 

that occurs including: 

• Identifying and establishing connection to the Domain Controller for authentication 

• LDAP calls to copy over policies 

• Copying over each script file 
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Execution of each group policy and script to determine the execution time of:  

• Registry Extensions • Drive Mapping 

• Citrix Group Policy • Printer Mapping 

• Folder Redirection • OU Policy Execution 

• Citrix Profile Management  

 

Alerting, Self Healing and Remediation 

Goliath Technologies vastly improves the time to resolution with auto-detection and self-healing capabilities.  

End user experience is often impacted by issues related to application components such as processes or services 

failing.  The self-healing capability enables the IT administrator to resolve issues immediately when they are 

discovered. 

This image shows an example of the self-healing functionality applied to an alert notification.  Out-of-the-box, IT 

staff can monitor their Windows services and direct them to stop instantly, or for a period of time, Goliath will 

attempt to restart the service and notify the end user. 
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 Reporting 

66 Out of The Box Reports for Full Visibility into Your Infrastructure, Performance Issues & End User Experience 

Allscripts Health Report 

The below Allscripts Health Report shows detailed events, conditions and thresholds over time and provides an 

overview of the status of your environment. 

 

Citrix XenApp & Xen Desktop Reports 

With the XenApp & XenDesktop reports in Goliath Performance Monitor (which includes modules for NVIDIA 

vGPU & EMR/EHR Apps), you get complete end-to-end visibility into the underlying delivery infrastructure so you 

can see how your environment is performing. 

 

XenApp Reports 

     Client Report 

     End User Activity Report 

     Environment Summary Report 

     License Usage Report 

     Peak Usage 

     Server Health 

     Session Activity 

 

 

 

 

 

 

 

XenDesktop Reports 

     Client Report 

     End User Activity Report 

     Environment Summary Report 

     License Usage Report 

     Peak Usage 

     Session Activity 

     Gold Image Health

Allscripts Health Report
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Citrix XenApp & XenDesktop End User Experience Reports & VMware Reports 

 

To proactively manage the Citrix XenApp/XenDesktop end user experience, using this set of reports will allow you 

to proactively detect and troubleshoot issues such as printing, profile and logon failures, and high ICA latency in 

order to remediate issues before end users complain. 

 

Citrix End User Experience Reports 

    XenApp Logon Duration 

    XenDesktop Logon Duration 

    XenApp ICA Latency 

    XenDesktop ICA Latency 

    XenApp End User Experience 

    XenApp End to End Connection 

    RDS & Terminal Services Errors 

    User Logon Problems 

 

Application Availability Monitor Reports 

    Simulation Success or Failure Analysis 

VMware & XenServer Performance Reports 

    Citrix XenServer – Host Performance 

    Citrix XenServer – Virtual Machine Performance 

    Citrix XenServer – Storage Usage 

    VMware ESX/ESXi – Host Performance 

    VMware ESX/ESXi – Virtual Machine Performance 

    VMware ESX/ESXi – Storage Usage  

 

 

 

 

 

 Advanced Reporting and Analytics Module 

With Goliath Technologies’ new Advanced Reporting and Analytics Module, customers can now leverage third-

party reporting platforms such as Microsoft Power BI, Microsoft Excel  and Tableau.  Goliath Technologies offers 

several advanced reporting and analytics options: 

• Microsoft Power BI Templates: Goliath offers Microsoft Power BI templates with this module. These 

templates are included free for customers with active maintenance. 

• Template Design Services: Goliath offers services to build custom templates at an average estimated 

additional cost of $1,500 per template. 

• Client Reports: Users may develop their own reports and templates by accessing the SQL server 

database views and tables available in Goliath Performance Monitor 11.7.7.6 or later. 

A Reference Guide is available to help you understand and define the key reporting elements as well as the 

additional tables that are exposed in the database. 
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 The Health IT Standard 

Goliath Technologies has partnered with Healthcare IT to solve end user experience issues for more than a 

decade.  In addition to the Allscripts capabilities described in this document, we have purpose-built modules, 

experience, and relationships with the top EHR platforms. 

 

 

For more information on how Goliath Technologies can enhance your Allscripts end user experience, contact a 

member of the Goliath Technical team. 

techinfo@goliathtechnologies.com 

www.goliathtechnologies.com 

(855)-465-4284 
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