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I.  Proactively Identify and Resolve End User Experience Issues THE HEALTH T STANDARD

with Allscripts

In this technical overview, we will review the Goliath Performance Monitor as it is used to proactively
troubleshoot end user experience for health systems using Citrix, VMware Horizon, Allscripts and other business
applications on-premises in a healthcare setting. We will describe the technical elements that make up the
healthcare IT-specific functionality and how to leverage the specific features to ultimately be proactive and
anticipate, troubleshoot, and prevent end user experience issues.

Goliath Performance Monitor for hospitals using Allscripts is purpose-built to proactively anticipate, troubleshoot
and prevent issues with the entire on-premises virtual desktop infrastructure used to deliver mission-critical
applications including Allscripts. Goliath Technologies’ troubleshooting capabilities, combined with Allscripts
server and database metrics, provide healthcare organizations with advanced warning of potential end user
experience issues and objective technical evidence of root cause to prevent future issues. This results in faster
detection, identification and resolution of these issues before users, or patients, are impacted. Our technology
has automatic application availability monitors for Allscripts and business applications that run behind the scenes
24/7 at the hospital location and trigger alerts before a clinician or healthcare worker experiences a problem.
This is what we call better than real-time, or before an issue is actually realized by the end user community. In
the context of a Citrix environment, administrators need advance warning in the three key areas where users
most often encounter difficulty: logon initiation, logon process and session use.

Anticipate, Troubleshoot and Prevent End User Experience Issues at Key Failure Points

Logon
Initiation

95% of

EUE issues
occur during
these 3 stages

Logon

oy Duration

Allscripts

Session
Performance

Goliath Performance Monitor for hospitals using Allscripts offers complete visibility into user experience from the
hospital endpoint to the datacenter where the electronic health records are hosted. Using this unique
technology Healthcare IT will:

e have better than real-time visibility that solves issues before they occur;
e resolve remaining issues that may occur faster and more efficiently; and
e obtain actionable intelligence that promotes productive collaboration with Allscripts in hosted models.
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[l.  Allscripts Integration THE HEALTH IT STANDARD

Goliath Performance Monitor’s module for hospitals using Allscripts provides a unified view combining
performance metrics for the Allscripts servers and databases, end user experience and the underlying Citrix or
VMware Horizon virtualization delivery infrastructure. This is the only IT operations software with purpose-built
technology to integrate these three data sources to help Healthcare IT proactively anticipate, troubleshoot and
prevent end user experience issues.

End User Citrix / VMware
= Allsc ripts Experience Horizon
Metrics Performance
‘ Embedded Intelligence & Automation
Goliath
Performance
Monitor

Many factors external to Allscripts core systems can affect application access, user logon speed, network latency
and system latency. These areas are key to the end user experience and are often root causes of end user
frustration and support requests. With integrated metrics from these three areas, system administrators can
easily isolate root cause anywhere in this complex environment. Additionally, the software’s embedded
intelligence and automation provides performance thresholds to proactively monitor events and conditions that
precede end user experience issues and resolve them before users are impacted. This combination of a proactive
solution with broad and deep visibility alleviates frustration for end users and system administrators alike.

The Goliath Performance Monitor for hospitals using Allscripts integrates Allscripts performance metrics for both
servers and database. Sample Allscripts metrics include:

Sample Allscripts Server Metrics Sample Allscripts Database Metrics
CPU Utilization Disk Throughput
CPU ready Disk IOPS
Disk IOPS Storage Latency
Disk Throughput CPU Utilization
Memory Activity CPU Ready
Network Throughput Network Utilization

These are combined and correlated with the end user experience metrics and Citrix or VMware Horizon
performance metrics. This unique integration and end-to-end visibility allows corrective action before end users
are impacted.

In addition, an overall Allscripts Health Report is available that shows the health and detailed condition for key
Allscripts modules.
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health reports. The dashboards are customizable and can be automatically refreshed or cycled to show multiple

dashboards on a single monitor.
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Comprehensive end user experience monitoring, troubleshooting and management consists of several
components. Collectively, these technologies allow administrators to monitor, identify, and troubleshoot issues
in better than real time.

Goliath Performance Monitor with Allscripts Module

Goliath Performance Monitor enables proactive IT performance monitoring and troubleshooting for virtual
servers, virtual desktops, hybrid cloud and healthcare environments. Goliath Performance Monitor is the primary
engine for delivering visibility, metrics, alerting, reporting and self-healing capabilities to IT and, specifically,
Allscripts and Citrix or VMware administrators. Additionally, it provides the primary lens into both the on-
premises virtual desktop delivery infrastructure and Allscripts server and database performance metrics, allowing
for enhanced and more productive collaboration with vendors, partners and other members of the Healthcare IT
organization.

Goliath Topology View for Citrix

The Goliath Topology View provides a visual guide to the logical relationships and connections of your entire Citrix
infrastructure and shows the health of each individual component at a glance. It provides detailed information on
the status of your delivery groups, machine catalogs, images, clusters and hosts that allows you to quickly identify
and troubleshoot macro-level events affecting locations, regions and other large groups of users. This allows you
to identify and troubleshoot any Citrix issues that may be creating a false impression of Allscripts performance,
especially when Allscripts performance metrics do not find any issues.

Goliath Application Availability Monitor

The Goliath Application Availability Monitor provides an early warning system that ensures Allscripts Sunrise
applications, or any Citrix- or VMware Horizon-delivered applications, are always available to your end users. This
unique product proactively tests the entire delivery infrastructure and confirms that applications will launch when
end users attempt to access them. By simulating actual user access and application launches from the hospital or
clinic where users are located, in the exact same way that a real end user does, the technology allows for advance
discovery of issues by validating that the entire virtual desktop delivery workflow will execute properly. The key
benefit is that when an issue is discovered by a simulated user, it can be addressed before end users are ever
impacted. In short, the Goliath Application Availability Monitor is leveraged for confirming the process of logon
availability, logon duration and application launch to ensure that Allscripts applications are available from any
hospital, anywhere, in better than real-time.
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Goliath’s module for hospitals using Allscripts provides end-to-end correlation between the key Allscripts
performance metrics, the underlying Citrix or VMware infrastructure and end user experience. This information is
leveraged to proactively anticipate, troubleshoot and prevent problems that might otherwise adversely impact
end user experience, reducing support requests and increasing overall productivity. These products are available
hosted in the cloud or on-premises for maximum deployment flexibility.

In this sample deployment, Goliath Performance Monitor manages and troubleshoots all aspects of the end user
experience, while the Goliath Application Availability Monitor proactively tests the entire delivery infrastructure
from the physical end points where users are located, using the same profiles and processes a real user would, to
ensure that all required components, permissions, and connections are working properly to deliver Allscripts and
other applications.

Goliath Performance Monitor is deployed with your on-premises infrastructure for Citrix or VMware Horizon. The
Goliath Application Availability Monitor is deployed at user end points to automatically connect to your data
center to confirm the entire delivery infrastructure is working in concert, and applications and desktops including
Allscripts are accessible.

Sample Healthcare Deployment

= Deployed at remote
locations.

= No software installed

in data center. # Allscripts®

Data Center

- Goliath Virtual

User Alert
5:00 AM

Location: Savanah

Goliath Virtual ~ Condition: Unable to
launch Allscripts

User Alert Sunrise

6:00 AM

Location: San Antonio
Condition: Unable to
launch Allscripts
Sunrise
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Goliath IT operations software with Embedded Intelligence and Automation guides users on what to monitor and
how, along with specific metrics and analytics that empowers Healthcare IT Professionals, to proactively
anticipate Citrix XenApp issues before they happen, troubleshoot them when they do occur and prevent them
from happening in the future.

Our out-of-the box-software will:

° Automatically deploy to your IT infrastructure

° Automatically Monitor over 250 known failure points & conditions

° Alert on performance threshold events, conditions & failures

° Automatically, 24/7/365, ensure applications and infrastructure are operational
° Remediate issues on demand

° Resolve issues at the help desk level that would historically be escalated

° Schedule reports for insights and long-term planning

In addition to the out-of-the-box monitoring rules, Goliath empowers users with self-healing and advanced
remediation options that can act quickly to restart servers or services as needed when adverse conditions are
detected, or thresholds are exceeded.

This Embedded Intelligence and Automation allows Healthcare IT to focus on other critical areas, confident that
end user experience issues are being managed by Goliath’s expert systems.

® Threshold-Based Alerts

Embedded . . ® Events, Conditions, Failures
|nte”igence and AntICIPGte . Deep‘v AP Irjte'gration '
® Detailed Citrix EUE Perspective
Automation e Confirm Application Availability

® Unique ICA/HDX Metrics

® 33+ Detailed Logon Stages
Troubleshoot ogon Stag
® Screenshot Evidence of EUE
e Alert Resolution Instructions

e Auto Deploy

e Auto Discover

e Intelligent Alerts
® Self-Healing

e Logon Testing Prevent

® True Root Cause

® |dentification

e Advanced Analytics
e Dashboards
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VI. The Goliath Topology View for Citrix
The Goliath Topology View, part of the Goliath Performance Monitor, provides an overarching view, which allows
you to understand specific issues at the delivery group, machine catalog, image, cluster or host level. Clients use
this to determine if a reported user issue is actually indicative of a much larger problem, or to understand the
health and performance of the architecture as a whole. Instead of tracking a specific end user issue, this tool
allows you to see macro-level events impacting entire groups of users.
The screenshot below shows the machine level view of this system, with faults made evident in the display by
changing the health color to red and orange when problems are identified. The right side shows aggregate
resource and end user experience metrics for the entire selected Delivery Group, so administrators can
determine if all users may be experiencing high network latency, ICA Latency, CPU, Memory or storage
performance issues. The lower window shows concurrent users and average logon duration for the delivery
group as well as the different Citrix receiver versions currently active, with the relative number of each version
represented.
Prod VDI East
Citrix XenDeskiop 7 9.0 43 Piatinum
s | 1 View specific sites or locations. 3 See ]| Deta Conlor toath
- ast
Prod VDI West @ context 5 Oica OMajor  4Wamng & Nomal
e 2 Automatically map your entire Citrix Sensitive || .r. s evescrase s.:.., "'::;
= infrastructure to visualize connections, metrics & §| L0 v rociet g prosm
relationships and health of components. Q alerts fOor || ¥ e essos Recsied . s
o A s selected %:x.';"gzg’)mm - .
@ @ » components. || Lot eromese @ o
: . 7 Y Top 5 Volume Alerls Severity % of Tickets
& S o oo smmmi;um-u- i )
ooy \ B eperradiyny LI —
gemeawsw-mu L L E—]
Recd prodonsgy W W2
E"’mm" 1) 2]
=
4 Correlate end user experience issues b
to delivery infrastructure health.
‘N" JUser Connection Failures . Concurrent Users and Sessions ; Current End User Expenence Faults
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When deployed at remote locations, Goliath Application Availability Monitor launches real application sessions
with virtual users on an automated schedule. This technology provides insight into what an actual end user will
experience before they access Citrix or VMware and launch Allscripts or other applications. This is better than
real-time because access failures and slowness-related issues are identified and dramatically reduced by knowing
about them before end users are impacted. This image contains a screen capture of the live launch dashboard
which allows administrators to have a complete view of end user experience from a single pane of glass. As you
can see below, there is a failure of an application at one of the hospital locations. By having the failures appear
in red at the top of the page, it makes the identification of the issues easier to see and puts the necessary
information right at IT’s fingertips.

G GOLIATH  Corfigwe  Dusrboad  View Roport  Log Management | Appllcation Avstabitty [ Sign Out | Setings | [2)

Dasnboard  Analysis  Schedule

2132018 1200 AM 0 e - 22w no All Endpoints All Applications/Desktops Yo&

Screenshot evidence of launch ]
success or failure allows admins A ESEIEE x - ‘

Date Application/Deskiop From Account Results

to identify root cause even for - s ‘
i ) 0413019 @ 10:09:04 One Chant GOLIATHTEST sanfordhealthsrvgoliath \"”“”S':‘é‘;“;’;‘gf n0AL 60
client side errors not logged by \
. . . . . - 40
Citrix like licensing and remote ] I \
. \
gateway errors for Allscripts or 130 o 2542 ‘ I

other applications

Average Launch (secs)

]
g
g
z
g

Tue 10:00

App End Pol S - Z - Launch Time

Q Feb 13 2018 01 Allscripts Sunrise ey | -
04303013 30,0835 581 nemmet S

Q Feb 13 2018 01:25:3 Allscripts Sunrise T Medici ouwzow 1008 42 109} Detecting chsm.. o _

2 . 043012019 100844 490} Scrsershot Fle Created i .

Q  Feb13201801:14:48 Allscripts Sunrise S — %mw% odaiis: iNsiM"’: e . . ]
04/30/2019 10.08.44514]- Switching to usér name and password logon method o)

Q  Fen13201801:1448 Alscripts Sunise o Chir | 04308 10004 51 St e Cowd” > ]
20190430100846741_RunNamePageload Promptipeg [N |

Q Feb 13 2018 01:10:59 Aliscripts Sunrise o ey t| (043012019 10.08:46763] Tny #2 succsss ‘STOREFRONT LOGIN PAGE _

. 04/30/2019 10.08.47 845] Screenshot File Created

Q Feb 13 2018 01:10:44 Allscripts Sunrise —— IZOIQOAMIOOM‘IBZ‘_Ru:'lNamePagelM )u:; _

Q Feb 13 2018 06:56:03 Allscripts Sunrise - — _

Q Feb 13 2018 09:40:34 Aliscripts Sunrise S Regic _

Q Feb 13 2018 09:41:07 Allscripts Sunrise - — ) o .

Q Feb 132018 10:11:44 Aliscripts Sunrise [P — .

Q  Feb13201810:11:22 Alscripts Sunrise §y S Medical Cen WICTX132 B Good © © © © » I

Q  Fep13201810:1056 Alscripts Sunise Sy St Medical Cen SACTX165 o © @ @ (O] © MM

This image is a screen capture of a launch drilldown, showing a successful launch. In the case of a failure, the
Application Availability Monitor will send an alert, and this screen will show the detailed log and screenshot
evidence required to identify the root cause and resolve the issue. Screenshots provide details only visible from
the client side and are a powerful tool when collaborating with other departments or vendors to resolve the
issue.

All phases of the launch are timed and tracked. Because the Goliath Application Availability Monitor is fully
integrated into the Goliath Performance Monitor, administrators can easily troubleshoot any slowness even on
an otherwise successful launch.

Goliath Performance Monitor and Goliath Application Availability Monitor, the Goliath End User Experience
Monitoring and Management products, are a complete end-to-end visibility toolset that will empower your
organization with advance warning and actionable intelligence, ensuring that your Allscripts end users have the
highest quality user experience possible.
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Goliath end user experience monitoring and management products include pre-configured monitoring rules,
alerts, dashboards and reports. This level of visibility provides actionable intelligence for differentiating Allscripts
application-related issues from environmental issues such as network latency, device malfunction or hospital IT
infrastructure.

The Application Availability Monitor, combined with comprehensive monitoring of the application access
process, empowers IT administrators to discover and resolve problems with session initiation, duration and
application launch in advance of lost productivity.

In addition to comprehensive monitoring of application performance and availability, Goliath can send real-time
alerts. In the image below, you can see a screen capture of our alerting dashboard. Highlighted is an end user
whose logon duration was significantly higher than the defined threshold triggering an email to be sent to the
administrators.

Product Screenshot: Real-Time XenApp & XenDesktop Session Display - published Apps & Desktops

” configure || Monitor \| view ‘\ Report H Log Management |
. ‘

Performance Graphs SNMP Traps Registry XenApp/XenDesktop Sessions Toggle between sessions

| View > XenApp/XenDeskiop Sessions x g
App Servers * Published Apps & Desktops Virtual Desktops|
XA Server Name Session State UserAccount Client Name Client Address Version Logon ICA Latency  Avg. ICA Latency App Name |
H svr_xa0Pso02 HDX - Application 4 LoggedOff  Todd Matzele SVR-ADMINO1 102020050 144100016  209.7 secs. Ims. 32 ms.
¥ SURLsaTEWINIZ02 HDX - Application | LoggedOff  Mike McLeod VDLPERFODA 102010063  14.4.0.8014 99.8 secs. 2ms. 125ms. SAP
Eleymnamsmy H e aaaiadatony Siacy Anderson  VDLPERFODT 102010016 14408014 26.3 secs. Ims. 30ms. {Iastiucture Tools\Viware vSphere
H svR-XAOPS001 H Key session metrics Stacy Anderson  VDFPERFO01 102010016  14.4.0.8014 86.3 secs. 3Ims. 20ms, Grasctie Toolsliiare vSphere
H svR_xa0PS002 HDX-Application  LoggedOFf  Stacy Anderson  VDFPERFOO1  1020.100.16  14.4.0.8014 50.9 secs. 3ms. 15ms. Word 2016

* SYR-XAOPSO0 HDX - Application  LoggedOff  Stacy Anderson VDI-PERFOO1  10.20.100.16 14408014 46.7 secs. 3ms. 31 ms.

B svr xaopsooz HDX - Application  LoggedOff  Amir Rajesh SVR-ADMINO1  10.20.200.50

Infrastructure Tools\ViMware vSphere I
Client

14.4.1000.16 46.2 secs. 5ms. 1.7 ms.

Infrastructure Tools\ViMware vSphere

14408014 46.2 secs. 24 ms. 8.0 ms. Client, Monitoring

# syR-xa0PS002 HDX - Application  LoggedOff  Stacy Anderson VDI-PERF001  10.20.100.16

# svr-xaopsonz HDX - Application  LoggedOff  Stacy Anderson VDI-F i R T Secs. 2ms 0.1ms. Goliath TechOps\Amazon AWS

_ Click to drill into a user’s session Infrastructure ToolsWhiware vSphere

# svr_xaopsoo HDX - Application  Logged2ff  Amir Rajesh LT-RA P secs. 24 ms. 8.0ms. Client, Monitoring\Citrix NMAS
Monitoring

 svR-xA0PS002 HDX - Application  LoggedOf  Todd Matzelle LF-TMATZELLE 101010070  14.4.1000.16 46.2 secs. 24 ms. 2.0ms. Monitoring

m : Goliath TechOps\GPM - Demo, Remote

# svR-xa0PS003 HDX - Application  LoggedOff  Mike McLeod GOLIATH-DEVO01 192.168.1.165  14.4.1000.16 45.3 secs. 17 ms. 1BImS. oo Com‘;mn

M svR.xA0PS002 HDX - Application  LoggedOf  Stacy Anderson  VDIPERFOO1 102010016 14408014 45.2 secs. 8 ms 40ms. rascture ToolsWhtare vSphere

# syR-xATEWINIZ0Z HDX - Application  LoggedOff  LOSTESTH GLS-EPD1 10.20.100.225  14.3.0.5014 45 secs. oms. 0.0ms. SAP

H svr-xarewinizo HDX - Application  LoggedOff  LOSTEST03 GLS-EPD3 102018021 14305014 44 8 secs 0ms 0.0ms. Microsoft Powerpoint 2013

H svR-xaoPsoe2 HDX- Application  LogQedOff  Stacy Anderson  VDIPERFOD1 102010016 14.4.0.8014 421 secs B ms. 1.6 ms, Colath TechOpsiGRI - Demo

LINQPad 5 \Word 2016
Identify Allscripts users experiencing session slowness by analyzing ICA latency and slow logon times. Alert notifications via email, text message,

or integration into other ticketing systems notify admins to problems before the end users report them. Admins can drill down through the
dashboard to identify root cause in infrastructure configuration, user behavior, or resource utilization.

Goliath provides industry-leading visibility into Citrix session performance by breaking down the ICA/HDX
protocol and returning precise metrics around individual ICA/HDX channel performance. As seen in the below
image, Goliath has the ability to trend ICA Latency for a user session, as well as the 50 ICA/HDX channels, which
can help identify performance bottlenecks. Similarly, Goliath Performance Monitor will provide detailed
protocol and channel metrics for PColP and Blast for VMware Horizon deployments.
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Goliath provides industry-leading visibility into Citrix session performance by breaking down the
ICA/HDX protocol and returning precise metrics around individual ICA/HDX channel performance.

Detailed ICA/HDX Channel Metrics Include:

User Connection Performance Thinwire Bandwidth
Printing Bandwidth DCR Bandwidth

Audio Bandwidth Multimedia Bandwidth
Clipboard Bandwidth And more!

Keyboard and Mouse Bandwidth

GQQHIAT_H Configue Dashboard [MieW Report Log Management  Application Availability

View > XenApp/XenDesktop Sessions

Connection Performance Logon Duration ICA/HDX Channel A D Al F e Session P

Session Perfor| orrela g e 0 e [ —

ICA Latency ICA RoundTrip Time Network Latency
Track session SIOWNess g pmmmeeeed v

View the end user's _? Connection Speed Inbound and Outbound Bandwidth Used
connection speed

for Citrix

5/27 11:05 H

s Output Session Line Speed wemIn

5/27 12:05 5/27 13:05 5/27 14:05
s Inbound Bandwidth Used wmmmmm Outbound Bandwidth Used

Refresh Print

Correlate the end user's ICA/HDX latency with ICA RTT, connection bandwidth and network latency
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Real-Time Citrix Logon Duration Drilldown THE HEALTH IT STANDARD
If you can’t drill down into all 33 stages of the Citrix logon process, then you can’t isolate and fix root cause of
logon slowness. With the Citrix Logon Duration monitoring and troubleshooting functionality of Goliath
Performance Monitor, you can now capture real-time Logon Duration times and get alerted to end user logon

slowness on any of the 33 Logon Duration Stages.

The real-time Citrix Logon Duration Drilldown breaks down a user’s logon process into each of the stages to help
understand what needs to be optimized to improve logon times. This report can also be used to identify and
troubleshoot session load problems by identifying what may be getting stuck or taking too long to process.
Threshold-based alerting on user logon times is also possible.

Delivery controller

and reciever Real-time end user logon
brokering process experience by stage
Lagon Duration Details for: Gl S B a6 " dourar
Logon Durati by Stages Deskiop Goliath and many
Connect DT Client Addfess Reconnect Logon J B VM Start  Client Valid  Server Valid HDX Auth GPO Scripts Profile Load Other I’JO|S pfO‘.-'Idc-
20150524 101785 102030148 No  2007secs s Tisecs 69sscs  DSSsecs  Od7secs  492secs 125 secs|  13.47 sece
these basic stages
Chent | Server Start-up Details for: Tal S S e b W0 wd
Citrix Delivery Controller Start-up Stages
CASD CoNSD coso DMsSD LESD PCSD PLSD PNCOSD SCsD §SSD
047 sets 0.06 secs. £.10 secs 810 sees 308 secs 2208 secs
Citrix Recerver Start-up Stages . N
AECD BuUCe CFDCD coco FDCD WO NRCD HRWD RECD REWD scep sco sLep TRWD Goliath provides
0.27 secs. 02sets. 0.84 sacs. 0.001 sexs. 0001 secs. dt—‘[rlll[—‘d L;“hHldg[_:‘
Logon Duration Seasion Launch metrics for current
Action Tme Dusation Detalls and historical
[Broxaring & Ciient vanaaton 2015.08-24 1916102 7.230¢s |z0c oo -xDDCa2 sessions for better
et Arcount Data 14:18:08 5705445 troubleshooting
and analysis

Drill down into each of the

profile loading stages
The logon duration drilldown allows an administrator to parse logon times into each of the stages and sub stages.
This includes the details of the brokering process that the Citrix Delivery Controller and Receiver is responsible for
and the breakdown of the session launch from mouse click to being delivered onto the XenApp/XenDesktop
Server or VDI, including but not limited to:

e End User Mouse Click to Launch

Application or Desktop to Session Host e Determine the Session Host
e |CA/HDX File Download e STA Ticket Retrieval
e XML Service Name Resolution of an App e Logon Script Execution
or Desktop to a Session Host e Profile Load and Drive Mapping
e User Authentication e Session Creation
e Time to Request Session Creation e Desktop Load

When the Session is established on the XenApp/XenDesktop Server or VDI, GPM further breaks down the policy
and profile load stages to determine the root cause of which script or stage caused the logon delay. This is
accomplished by providing the details of how long each process took and iterating each execution stage and how
that occurs including:

. Identifying and establishing connection to the Domain Controller for authentication
. LDAP calls to copy over policies
. Copying over each script file
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Execution of each group policy and script to determine the execution time of:

e Registry Extensions e Drive Mapping
e  Citrix Group Policy e Printer Mapping
e Folder Redirection e QU Policy Execution

e  Citrix Profile Management

Alerting, Self Healing and Remediation
Goliath Technologies vastly improves the time to resolution with auto-detection and self-healing capabilities.
End user experience is often impacted by issues related to application components such as processes or services

failing. The self-healing capability enables the IT administrator to resolve issues immediately when they are
discovered.

G GOLIA]I'FIf:l Configure | Dashboard | View Report Log Management  Application Availability

TECHNOLOC

Topclogy Dashboard CPU  Memory Storage  Availability

Server/Device Alert Details
Server/Device: . IP Addr: Desc: Cilrix Presentation Server, Platinum edifion
08 Ver: Microsoft Windows Server 2008 R2 Enterprise , 6.1.7601, Service Pack 1 Group.
Ack Sev Alert Type Inf First Date/Time Last Date/Time Count Action Taken Tkt Status
(] . ServerWalch- XAA & 6M16/2016 12:08:23  6/16/2016 12:13:31 2 Email Sent .L XAXD Logon Duration for on ‘ica-tcp#39° is 31 secs; Threshold is 30 secs
(] Server\Waich- XAA £ | 6M16/2016 11:58:05 6/16/2016 12:13:31 4 Email Sent [ XAXD Logon Duration for - on “ica-tcp#27" is 167 secs; Threshold is 30 secs
O EveniLogWalch- Application / Error 662016 1132728 6/16/2016 113228 1 2ail Sent 1D="1000; Src= Application Error; User=, Catg= Application Crashing Evenls; D/T= 08M6/2016 11
] . ServerWatch- XAA &  6M16/2016 10:33:55  6/16/2016 11:18:56 8 .L XAXD ICA Session Latency for - on “ica-tcp 14° is 412; Threshold is 300
(] . ServerWalch- XAA & 6162016 101737 6/16/2016 10:39:34 5 .L XAXD Logon Duration for on ica-tcp#28” is 149 secs; Threshold is 30 secs
[} . ServerWalch- XAA &  6M16/2016 09:44:48  6M16/2016 12:13:31 9 .L XAXD Legon Duration for on ‘ica-tcp#d’ is 124 secs; Threshold is 30 secs

Alert notifications are sent
immediately when a problem
or fault is identified

This image shows an example of the self-healing functionality applied to an alert notification. Out-of-the-box, IT
staff can monitor their Windows services and direct them to stop instantly, or for a period of time, Goliath will
attempt to restart the service and notify the end user.

Specify Monitoring Rule Parameters and Properties

" Rule Name: |Print Errer - Print Spoeler Stck (splwow64.exe

Execute simultaneous

*Descripion: | Restart Print Spooler Service to resolve printing issues alerts and fix actions

" Severity. | Caution v [
R
" Process Name: Splwow6d exe Process Path: C \Windows\splwow64 axe
"Shouki be: ' Running Mot Running MNotify Only: ® Restart Terminate | Delay 0
Theeshoids: (G Instance Count WidGard Excuusions: Indl AL

Selections
O.qups : Servers Workstations Tree
= @ Auto Register Group (System generated group for auto-registered computers
8 & DEVVDIXD56WINTO01
B & VDI-DEVCUSTA02
=@ DEV Delivery Controllers
& & DEVSVR-XDDC03
& DEV.SVR-XDDCO06
= @@ DEV Infrastructure
B & DEV.GPM-DEV01
B & DEVSVR-LICO2
8 & DEV:SVR-SF03
B & DEV:SVR-WI01
& DEVWS-MZAPPA

Open All Select Al Unselect Al Close A1

Save Cancel

Self-healing feature provides automated fix actions
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66 Out of The Box Reports for Full Visibility into Your Infrastructure, Performance Issues & End User Experience

Allscripts Health Report

The below Allscripts Health Report shows detailed events, conditions and thresholds over time and provides an

overview of the status of your environment.

Allscripts Health Report

- — Exact description of condition
Log Type ServerMame EventiD Source | Category | UserMame Time Count |Description
Sys Information | CMC-ANALYTICS 3 AelookupSvc " B:38:32 3 The Application Experience Lookup service started succe
Sys  |information| CMC-CONNECTR 3 AsLogkupSve Information gar"‘_‘-‘fefj 11:44:05 1 |The Application Experience Lookup service started succe
Sys |Information| CMC-ANALYTICS 26 Application Popup from all key application B:39:36 4 [pplication popup: Service Control Manager : At least o
Sys  |Information| CMC-CONNECTR 26 Application Popup modules 11:41:27 1 Application popup: Windows : Other people are logged
App Information | CMC-ANALYTICS 1017 ASP.NET 2.0.50727.0 B:32:53 4 Start registering ASP.NET (version 2.0.50727.0] {internal
App Information | CMC-ANALYTICS 1023 ASP.MET 2.0.50727.0 8:33:08 4 Restarting W3SVC
App Information | CMC-ANALYTICS 1025 ASP.MET 2.0.50727.0 B:33:09 4 Finish restarting W3svC
App Information | CMC-ANALYTICS 1019 ASP.NET 2.0.50727.0 B:33:09 4 Finish registering ASP.NET (version 2.0.50727.0). Detaile
5y5 Information | CMC-ANALYTICS 12 boabdrv B:38:07 3] \Device\NTPNP_PCI004L: Driver initialized successfully.
Sys Information | CMC-ANALYTICS 18 bosbdry 8:38:11 5] \Device\NTPNP_PCI0041: Ndis device bound successfull
Sys Information | CMC-CONNECTR 12 boGbdry 11:43:37 2 \Device\NTPNP_PCI0035: Driver initialized successfully.
Sys Information | CMC-CONNECTR 18 bOsbdry Leverage reports to 11:43:38 2 \Devica\NTPNP_PCI0035: Ndis device bound successfull
5y Information | CMC-CONNECTR E] Blfm uickly check status 11:43:42 2 Successfully bind to adapter \DEVICE\{ 7AATEITD-678D-4
Sys  |Information | CMC-CONNECTR 17 Blfm {:ifl il} | 11:43:43 3 Netwaork adapter \DEVICE\{7AA7897D-6T8D-4DF6-BDEA-
5ys Information | CMC-CONNECTR 18 Blfm LA 11:43:43 1 Network adag}er\DEVICE\{?’AA?BWD-WBMD FG-BDEA-|
App  |Information| CMC-ANALYTICS 3 ceSveHst SYSTEM B:38:31 & The "ccSetMgr’ service is starting.
App  [Information| CMC-ANALYTICS 35 ceSvcHst SYSTEM 8:38:31 ] The "ccSetMgr' service has started.
App  |Information| CMC-CONNECTR 34 eeSweHst SYSTEM 11:44:03 2 The 'ccSetMgr’ service is starting.
App Information | CMC-CONNECTR 35 ocSveHst SYSTEM 11:44:03 2 The ‘ccSetMgr’ service has started.
Sys Information | CMC-ANALYTICS | 24581 Cissesmv B:35:59 1 The HP Smart Array SAS/SATA event notification service
Sys  |information| CMC-ANALYTICS | 24578 Cissesry B:38:32 E] The HP Smart Array SAS/SATA event notification service
App Error CMC-CONNECTR 122 ConnectRProcess 6:03:56 21 Description cannot be found. Falled to Open Event Log It
App  |Information| CMC-ANALYTICS 60 cpgveagent Service 8:38:33 3 Started the Version Control Agent (normal startup).
App Error CMC-ANALYTICS 11 crypt3z 6:49:38 2 Failed extract of third-party root list from auto update ¢z
App  |Information| CMC-ANALYTICS 7 crypt32 6:49:33 1 Successful auto update retrieval of third-party root list s
App Information| CMC-ANALYTICS 2 crypt32 B:49:39 1 Successful auto update retrieval of third-party root list c
Citrix XenApp & Xen Desktop Reports
With the XenApp & XenDesktop reports in Goliath Performance Monitor (which includes modules for NVIDIA
vGPU & EMR/EHR Apps), you get complete end-to-end visibility into the underlying delivery infrastructure so you
can see how your environment is performing.
XenApp Reports XenDesktop Reports
Client Report Client Report
End User Activity Report End User Activity Report
Environment Summary Report Environment Summary Report
License Usage Report License Usage Report
Peak Usage Peak Usage
Server Health Session Activity
Session Activity Gold Image Health
6/20/2019
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Citrix XenApp & XenDesktop End User Experience Reports & VMware Reports

To proactively manage the Citrix XenApp/XenDesktop end user experience, using this set of reports will allow you
to proactively detect and troubleshoot issues such as printing, profile and logon failures, and high ICA latency in
order to remediate issues before end users complain.

Citrix End User Experience Reports VMware & XenServer Performance Reports
XenApp Logon Duration Citrix XenServer — Host Performance
XenDesktop Logon Duration Citrix XenServer — Virtual Machine Performance
XenApp ICA Latency Citrix XenServer — Storage Usage
XenDesktop ICA Latency VMware ESX/ESXi — Host Performance
XenApp End User Experience VMware ESX/ESXi — Virtual Machine Performance
XenApp End to End Connection VMware ESX/ESXi — Storage Usage

RDS & Terminal Services Errors
User Logon Problems

Application Availability Monitor Reports
Simulation Success or Failure Analysis

Advanced Reporting and Analytics Module

With Goliath Technologies’ new Advanced Reporting and Analytics Module, customers can now leverage third-
party reporting platforms such as Microsoft Power Bl, Microsoft Excel and Tableau. Goliath Technologies offers
several advanced reporting and analytics options:
. Microsoft Power Bl Templates: Goliath offers Microsoft Power Bl templates with this module. These
templates are included free for customers with active maintenance.
. Template Design Services: Goliath offers services to build custom templates at an average estimated
additional cost of $1,500 per template.
. Client Reports: Users may develop their own reports and templates by accessing the SQL server
database views and tables available in Goliath Performance Monitor 11.7.7.6 or later.
A Reference Guide is available to help you understand and define the key reporting elements as well as the
additional tables that are exposed in the database.
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Xl. The Health IT Standard
Goliath Technologies has partnered with Healthcare IT to solve end user experience issues for more than a
decade. In addition to the Allscripts capabilities described in this document, we have purpose-built modules,
experience, and relationships with the top EHR platforms.
& Cerner End User Citrix / VMware
Epic Experience Horizon
. Metrics Performance
#% Allscripts
MEDITECH
Embedded Intelligence
& Automation
. Py ‘
Ly Purchase direct from: Cerner
e R Install agents inside RHO
i IfUANAR])
Available in the: &'m uy“
For more information on how Goliath Technologies can enhance your Allscripts end user experience, contact a
member of the Goliath Technical team.
techinfo@goliathtechnologies.com
www.goliathtechnologies.com
(855)-465-4284
ABOUT THE AUTHORS
Goliath Technical Support Team
The team members collaborated to bring together this guide by
calling on their past customer experiences and expert knowledge of
end user performance troubleshooting. In addition to creatin
GOLIATH il - Hoen o e e
TECHNOLOGIES' technical documentation, this team also provides superior support
BE PROACTIVE . o a
to Goliath customers and product feature/function guidance to our
development team.
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