GOLIATH

TECHNOLOGIES® TECHNICAL OVERVIE

Epic Solution Overview
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PEN App Market

=== ‘ Goliath is an Epic App Market Member.
Application available on the Epic Connection Hub.
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Introduction

Focused on the endser experience, Goliath links Epic with the entire virtual desktrastructure
used to deliver missicaritical applications including Epic. With aodustry-only purposebuilt Epic
module containing embedded intelligence and automation, health systesimg Epic can anticipate,
troubleshoot anddocumentend-user experience issues before they argacted to improve the
clinician and patient experience

Health IT professionals can now:

Have an endo-end view of Epic, endser experience, and VMware Horizon/Citrix metrics
Isolate root cause and troubleshoot performance issues reducing remediation time
Collaborate with Epimcludingactionable intelligace for datadriven conversations
Proactively monitor to detect and resolve issues before end users are impacted
Prevent issues with historical reporting for trending and analysis

Purchase Goliath software directly from E@ignnection Hub

(et et A e e B et i e

Endto-End Visillity Requires 3rd Party Tools

While Healthcare IT leaders take great care in choosing the right Electronic Health Records system, many
underestimate the complexity of the virtualized desktop delivery infrastructure like Citrix and VMware
Horizon and theitical role it plays in providing access to Epic and other missitinal applications.

Desktop delivery infrastructure requires specific attention and tools to properly support it. The reality is
GKFG 'y 2NBFYAT I GA2Yy Qa and feifdmiaficeredifendn® ®mMiBlivery yfT NI & (i NXz
other applications, may negatively impact ensler experience with Epic. Understanding how the
performance of the delivery infrastructure impacts the emser experience requires powerful, purpese

built tools that allow Health IT to proactively anticipate, troubleshoot, and prevent access and

performance issues. Without these tools, the true root cause of performance issues cannot be
established and corrected. Furthermore, the hospital IT department will not thevperformance

metrics to have data driven conversations with management, counterparts in other departments, Epic

and or other vendors so they can collaborate to determine root cause, document and fix issues
permanently.

Fig. 1 Perception:
Epic is sole root cause of any performance
issues.
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Epic 9 “=n 8 — Fig. 2 Reality:
O [ ) om T )] o8 There are many failure points.
Epic | ¥ First, the connection goes through the hospital

data center. Then, other applications are
delivered with Epic further complicating the
process.
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Epic System Puléetegration
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performance metricsrbm Epic System Pulse, the ender experience, and the underlying Citrix or

VMware Horizon virtualization delivery infrasttuce. This is the only IT operations software with

purposebuilt technology to integrate these three data sources to help Healthcare IT proactively

anticipate, troubleshoot andocumentend-user experience issues. There are many factors external to

9 LJAcOr@systems that can affect application accessh asiser logon speed, network latency, and

system latency. These areas are key to the-eser experience and are often root causes of-eisdr

frustration and support requests. With integrated metricsrh these three areas, system administrators
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embedded intelligence and automation provides performance thresholds to proactively monitor events

and conditionghat precede enduser experience issues and resolve them before users are impacted.

This combination of a proactive solution with broad and deep visibility alleviates frustration for end

users and system administrators alike. For hospitals using EpiatfGwings together the Epic System

Pulse metrics, such as Workflow Activity, Workflow Latency and Environment Response Time, with end

user experience metrics and Citrix or VMware Horizon performance metrics. This unique integration and
end-to-end visibilly enable corrective action before end users are impacted.

Epic System Pulse Workflow Activity Epic System Pulse Workflow Latency
(I e ——— ==t (028 - v il
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Benchmark Your User Experience

Establish an objective baseline of the health of your IT delivery and quantifiably measure improvement
over time.

The Citrix End User Experience repdgitizes embedded intelligence to provide a distilled objective view

of user experience. Goliath automatically analyzes complex connectivity and performance metrics from
the user's perspective and calculates a-tm@ user experience score. The report thenables easy

filtering to analyze subsets of the environment for focused analysis, even down to individual users. Not
only is IT able to easily see what the objective user experience is, but also explains why by breaking out
the primary elements resportse for the user experience score (ICA Latency, Network, Local
Connection). This capability expedites crdepartmental analysis and streamlines both IT operations

and IT management's ability to act confidently on objective data.

Use this report to proviel a benchmark for new pilots or deployments, provide management with

objective reporting that is easy to consume, proactively identify trouble spots and focus resources on
areas of need, and much more.

User Experience - Remote Clinicians

Citrix XenApp - End-User Experience Scoracard Report for specified time period

Reporting Period:  Fri Apr 28 2023 11:52:11 - Fri May 05 2023 11:52:11 Sort By: EUE Score Report Run: Fri May 05 2023 11:52:11

Total Users: 7

49 99 98 929
86 Connection Speed Score Network Latency Score ICA RTT Score ICA Latency Score
Overall EUE Score 16.41 4.83 18.63 3.04
Avg Connection Speed (Mbps) Avg Network Latency (ms) Avg ICA RTT (ms) Avg ICA Latency (ms)
b ] | commiti | orismoin | pwoammim | oriwom
E== n s aer wa 23
,. T awr 1o ass
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heather mcleod 82 30.46 nr2 111.88 69.23
floyd robarts. 91 30.85 278 15.78 172
heather o7 80.00 278 2264 20.20
Connection Speed score thresholds: Network Latency score thresholds: ICA RTT score thresholds: ICA Latency score thresholds:
Excellent: > 49 Mbps Excellent: < 101 ms. Excellent: < 201 ms Excellent: < 101 ms
Good: <= 49 and > 24 Mbps Good: >= 101 and < 151 ms Good: >= 201 and < 351 ms Good: >= 101 and < 201 ms
Fair: <=24 and > 10 Mbps Fair: >= 151 and < 250 ms Fair: >= 351 and < 450 ms Fair: >= 201 and < 400 ms
B Poor: <= 10 Mbps M Poor: =250 ms M Poor: >= 450 ms W Poor: >= 400 ms
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Automated Logons Confirm Epic Availability
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availability of the entire Citrix or VMware Horizon delivery infrastructure. It ensures availability by

executing real Citrix or VMware Horizon sessions that@sge the exact same steps a user takes during

GKS 9LIAO 232y LINRPOS&aad wS3IIFNRfSaa 2F 6KSGKSNI | dz
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exactly what the Epic endser experience will be like for their cliniciang advance.

I Immediate Citrix availability assessment, taking
into consideration NetScaler, Storefront, Delivery Automatically schedule
Controller, SQL and Session Host availability, CArrentivalibiity # of Simulations launches to continuously
including XA configuration. @ 0% = test availability.
O
Destboard Avayss  Screase
® Citrix Applications and Desktops i sumd | e st [ O ssounnw M O Y D

2 Breakdown failures by stage to determine if problems are Breakdown launch times by stage to identify
related to overall environment health or one part of the which stage should be optimized to yield the
delivery workflow. best results, and how they are performing.

When there is a logon failure, an administrator will be alerted immediately usinginealanalytics to
isolate where the failure occurred and the root caudee Goliath Application Availability Monitor
identified a failure launching the application caused by licensing issues, as evidenced in the captured
screenshot, and therefore sent an alert to the Health IT team indicating a failure and providing specific
details. This provides Health IT with both the details and time required to resolve issues quiftkly
before actual clinicians or patient care is impacted.
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Availability Analysis

Detai

[09/1172017 09:30:54.446]: Verifying that session launched for

Resource="Internet Explorer - 65  and Title="Internet

[09/11/2017 09:30:58.712]: No match on window title="Citrix Client Logon

Message - \\Remote'

[09/1172017 09:30:58.727): Try #5: Waiting

[09/1172017 09:31:03.790]: No match on window title="Citrix Client Logon

Message - \\Remote'

[09/1172017 09:31:03.806]: Try #10: Waiting

[09/11/2017 09:31:08.837): No match on window title="Citrix Client Logon

Message - \\Remote’

[09/11/2017 09:31:08.853]: Try #15: Waiting

[09/11/2017 09:31:13.900]: No match on window title="Citrix Client Logon

Message - \\Remote'

[09/1172017 09:31:13.916): Try #20: Waiting

[09/1172017 09:31:18.947]: No match on window title="Citrix Client Logon

Message - \\Remote'

109/11/2017 09:31:18.963): Try #25: Waiting
1172017 09:31:23.995]: Try #30: Waiting

1172017 09:31:26.135). Screenshot File Created

o

0

0!

[09/1172017 09:31:26.135): WARNING: Unable to confirm that session launched!
for Resource="Internet Explol

7

Where the
Date Application/Desktop From Account Results issue occured

[ ]

joliatr Failed during Launch stag

® - @ - < - 6|~ @

Visual proof
of the issue

e

rer - 65° and Title="Internet’ iz

Tery-Launch result for Internet Explorer - 65 15 v ® Isolation of
the failure point

In this case, failure occurred at the launch stage (marked by the '1")

The screenshot (2) pves that the application failed to launch and shows the root cause of the
Citrix workflow and application launch failure as being the result of a licensing problem

By navigating to the "Details" or "Analytics" section (3), we can see that the launchafaites
point of verifying that Internet Explorer launched

The Automatic Citrix Discovery and Dependency Map

Goliath's Automatic Citrix Discovery and Dependency Map intelligently creates a dependency map of
your entire Citrix infrastructure with true enb-end visibility of the health of your Citrix infrastructure.
This single, macro view used as a+#t@ak NOC display of your Citrix environment gives administrators
the ability to monitor, manage and troubleshoot issues with Citrix, whether the roatecathe Citrix
infrastructure or the supporting IT elements. It shows the overall health of your environmerglahce
and provides contexsensitive supporting metrics and details as you select each element. You can drill
down and dynamically examiny@ur environment and troubleshoot issues more easily since everything
is broken down logistically.

Highlights

i
i

Automatically deploys to your environment, with no manualgpt

Eliminates the time it takes to correlate reoause to elements in your envitment by

graphically representing all the connections between components in your Citrix infrastructure.
Easily switch between data centers and farms to eliminate siloed architectures.

Drill down to the host level and view specific metrics for ealelment in your environment.

View end user experience metrics for different layers in your environmeaigince.
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Physical Layer:

1. Automatically map your entire Citrix infrastructure to visualize connections, relationships, and
health of components.

Eady switch views to differentlata centers or locations.

Correlate end user experience issues to delivery infrastructure components and health.

4. See contexskensitive metrics and alerts for selected components.

w N

Prod VDI East
Citrix XenDeskiop 7.9.0.43 Patinum

Prod VDI East v Data Center Health
Prod VDI East 5 Critcal OMajor  4waming & Nomal
Top 5 Critical Alerts Severity  #of Aletts
Prod VDI West Remote host is unreachable = e
(10.2020106)
No Keep-Alive Message Received
Infrastructure 1 (prod.svr-xddc01) 2] 41718
No Keep-Alive Message Received
Deiivery (prod svr-ic01) ] 39368
No Keep-Alive Message Received
Machine —m (prod svr-dcd1) 8} o
Log=Applicaton; Sc=Ciix Boker gy 7
Service, ID=301
2 ¥ Top 5 Volume Alerts Severlty % of Tickets
Remote host is unreachable
{10.2020.106) LI G
No OID definion found
1361.41687643203 L
No Keep-Alive Message " m
Received (prod svr-xddc01) L
No Keep-Alive Message =
Received (prod.svr-ic01) u mZ
No Keep-Alive Message e
Received (prod svr-dcd1) [ Ci—

Jser Connection Failures Concurrent Users and Sessions Current End User Experience Faults
i 10

Critical Components Highlighted in the above image:

1. Automatically map your entire Citrix infrastructure to visualize connections, rakttips, and
health of components.

2. Easily switch views to different data centers or locations.

Correlate end user experience issues to delivery infrastructure components and health.

4. See contexkensitive metrics and alerts for selected components.

w

Delivery Layer:

1. Shows the logical connections and dependencies of your Citrix environment by delivery group,
machine catalog, and down to the specific image.

2. Correlatesnd user experience metricsrfthe selected delivery groups.

3. Delivers context sensitive metrics for any selected component.
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i v Gokath Connect
Goliath Connect Gl XerOwskion 7903 Pt A
Infrastructure
3 Jebvory Groups Heskh Machines Sossions
Delivery HSA - Tochps Tools | 2m
MSD - Goliath Deekiop " I
Romte Access VI | T
Machine VOI- Pedomance Doy Bl 310 10
Maching Catisiogs  Heath Machines Hostog
HSA-TeciOpaToo W 200 Yooy o0
HSO - TechOpe " \hasprRoD
@ ROP-Remcko ACcHss B 701 arual
VOI- tigh Perdormance ] & <
Top 5 Critical Alorts Sowrty Wl Nes
Romate host s ervuachatio
{102029.106) L] R
No Keop Alvo Message Roceived
(prod sorasdcdt) L] 413
No Keep Abve Wessacn Recenred
(prod wr-4c01) L %9
No Keep Abve Meus Rocerves
{peod swr-clt) e L] ol
LogAgplication. Sec-Crtx Broker
S 102301 o 0
Top 5 Volume Alerts Sovedty % of Tichess
Romote host 3 wrwachatie
2 (12030 106) LB —
No CID detrition found
13614 1657643209 L ]
Concurront Usars by Delivary Groug Avarisge Logon Duration by Oelivery Group Roconer Vorsson

Machine Layer:

1. In addition to the delivery group elements, the machine layer displays Citrix PVS and/or MCS as
well as thehypervisor resources and hosts.
2. Thedetails on the right pane will update according to the selected node.

N
= P4 . [2ma] HsA- TechOps Tools
Goliath Connect VvV .

Py %
Infrastructure CPU Ready 0%
Delivery -
Machine -

@ © O 6

Machine Catalogs
Number of Machines 20

©OOO®

Top 5 Critical Alerts Severity # of Alets
- moring ot 4
Aalogaoma s s
e e
e e
ekl @
Top5\Volume Alerts  Sevedty %ol Tickets

Pl o mEE—

Concurrent Users by Delivery Group ‘Average Logon Duration by Delivery Group Recever Version
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RealTme Citrix Performance Graphs

Goliath provides five layers of visibility in one console: hardware, host, VM, OS, and application. The
performance graphs allow administrators to trend Citrix ICA/HDX Latency and Logon Duration as well as
resource utilizatiorof each server.

Correlate EndJser Experience Performance Metrics

Goliath provides granular reéime and historic data for all Citrix Sessions. When there are end user
experience issues, administrators can drill into an individual user session toeggiardsisibility and
identify the root cause.
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